Approved AI Tool Assessment Worksheet
Complete one worksheet per tool and configuration before approving it for firm or client work. Record written terms and evidence, test on material you are permitted to share, and resolve open questions with the responsible lawyer and IT/security reviewer. Approval applies only to the uses and data categories recorded here. This worksheet is general information, not legal advice or a security certification.
Tool and assessment details
	Field
	Details

	Firm / legal department
	[Complete]

	Tool and vendor name
	[Complete]

	Product URL, plan and configuration being assessed
	[Complete]

	Requested use cases and users
	[Complete]

	Business owner and requesting lawyer
	[Complete]

	Assessment date and evidence version / date
	[Complete]



1. Confidentiality, training and retention
	Assessment item
	Response, evidence reference and open issues

	Do written terms prohibit training on firm and client data by both the vendor and its model providers? Record the contract or policy reference and any exceptions.
	[Response / evidence / action owner]

	What does the platform store, and for how long? Separately record model-provider retention, logs, backups, deletion timelines and export options.
	[Response / evidence / action owner]

	Where is data stored and processed, which subprocessors receive it, and what confidentiality and data-processing terms apply?
	[Response / evidence / action owner]



2. Security and access
	Assessment item
	Response, evidence reference and open issues

	Which independent security evidence was reviewed? Record the report type, scope, auditor, reporting period and any relevant exceptions.
	[Response / evidence / action owner]

	How are sign-in, MFA, single sign-on and access removal handled? Record what is available in the assessed plan and configuration.
	[Response / evidence / action owner]

	How are matter permissions, sharing, audit records and incident notifications handled? Identify the firm's contact and any gaps requiring action.
	[Response / evidence / action owner]



3. Permitted information and legal obligations
	Assessment item
	Response, evidence reference and open issues

	Which information categories may be used: public, internal firm, client or restricted? Record exclusions and matter-specific conditions.
	[Response / evidence / action owner]

	What client instructions, outside counsel guidelines, privilege concerns, confidentiality duties or consent requirements apply? Record the responsible lawyer's determination.
	[Response / evidence / action owner]

	What jurisdiction, court, tribunal or regulatory requirements apply to the proposed use, including disclosure or verification? Record how they will be addressed.
	[Response / evidence / action owner]



4. Accuracy and pilot results
	Assessment item
	Response, evidence reference and open issues

	What representative documents and tasks were tested, who evaluated them, and what were the agreed success criteria? Record permission to use the test materials.
	[Response / evidence / action owner]

	Were claims, quotations and citations checked against their sources? Record missing information, unsupported output, missed issues and unacceptable errors.
	[Response / evidence / action owner]

	How much lawyer review and editing remained? Record total time, usability of the saved output and whether the pilot met the success criteria.
	[Response / evidence / action owner]



5. Workflow, supervision and agents
	Assessment item
	Response, evidence reference and open issues

	Which documents, matters and connected systems can the tool access? Record the minimum permissions and the account responsible for each integration.
	[Response / evidence / action owner]

	Which actions may it take, which are prohibited, and where must it stop for a lawyer's approval before sending, filing or making a commitment?
	[Response / evidence / action owner]

	Who reviews output, handles exceptions and maintains instructions or playbooks? Record training requirements and what triggers re-evaluation after changes.
	[Response / evidence / action owner]



6. Commercial terms and exit
	Assessment item
	Response, evidence reference and open issues

	What are the subscription, usage, setup and ongoing support costs? Record the agreed scope, contract term and renewal conditions.
	[Response / evidence / action owner]

	What can the firm export on exit, in which formats, and how is deletion confirmed? Record any limits, notice periods or additional charges.
	[Response / evidence / action owner]

	What billing treatment and client disclosures apply to AI-assisted work or tool costs? Record the firm's instructions and applicable client guidelines.
	[Response / evidence / action owner]



Approval decision and review record
Complete after the assessment. Resolve or explicitly restrict any use affected by an open issue. Record the approved configuration and conditions in the firm's approved tools list.
	Decision field
	Recorded decision / sign-off

	Decision: approved / approved with conditions / deferred / rejected
	[Complete]

	Approved use cases and user groups
	[Complete]

	Permitted information categories
	[Complete]

	Prohibited uses, restricted matters and required safeguards
	[Complete]

	Open issues, action owners and deadlines
	[Complete]

	Responsible lawyer: name, signature and date
	[Complete]

	IT / security reviewer: name, signature and date
	[Complete]

	Final approver: name, signature and date
	[Complete]

	Approval effective date and next review date
	[Complete]

	Reassessment triggers: model, terms, permissions, use case or material incident
	[Complete]

	Approved tools list entry / reference
	[Complete]



Source: https://gist.legal/resources/ai-policy-template-for-law-firms.html
